WHITE BOX TESTING

What Every Tester Should Know

1. Know what you are testing.
* Act as aconsumer of the class and test that it fulfills its requirements.
* Ask yourself:
- What is the purpose of the classe
- Who are the consumers?
- Is the class designed by contracte (Garbage In, Garbage Out)
or does it follow a defensive design?  (Handle All Garbage In)

2. Test behaviors and results, not implementation.
* Prevents tests from failing due to internal changes that do not represent defects:
- Focus on the public interface, not the private members.
- If there is complex private logic that needs to be explicitly tested,
consider refactoring the code.

3. Test one thing at a time.
* Each test should have a clear, concise singular objective.

4. Make tests readable and understandable.
*  Name tests using a short description of the scenario being tested and the expected result.
* Using a fluent syntax allows test code to be self-documenting.

5. Make tests independent and self-sufficient.
* Setup, execution, and results of a test should not depend on running other tests before it.
* Isolate classes when dependencies are: (a) not available or not implemented yet, (b)
spread across system boundaries, (c) difficult to setup or reproduce, (d) non-deterministic,
(e) long running or (f) highly complex.

6. Make tests deterministic.
* Avoid conditional logic (if, then, try, catch), loops, and sleeps.

7. Repeat yourself when necessary.
* It is okay to violate the “Do not Repeat Yourself” (DRY) principle if it keeps tests simple
and understandable.
* Maintaining three or four similar tests is preferable to not understanding one non-
duplicated test when it fails.
* Parameterized tests are a good way to reduce duplication without obscuring the tests.

8. Measure code coverage but focus on test coverage.
* Do not be misled that achieving 100% coverage of statements and branches indicate that
you have a strong test set.
*» Good test coverage is achieved by executing methods with a variety of values.
* Use testing methodologies (boundary, equivalence class, etc.) to improve test coverage.
* Thisis likely to improve code coverage and is a better measure of the test effectiveness.
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Installing IntelliJ IDEA Community Edition

Setup > Windows

1. Double click the file IntelliJ.exe to run the installer.

A

* [ Name Date modified Type Size

ﬂ! Intelli) « 9/17/2016 10:33 A..  Application 283,531 KB

2. If User Account Control is enabled, a pop-up will appear,
click Yes to allow Windows to run the installer.

> User Account Control

Do you want to allow the following program to make

changes to this computer?

Program name:  Windows Command Processor
Verified publisher: Microsoft Windows

@ Show details Yes . No

Change when these notifications appear

3. Proceed through the installation wizard by clicking Next.

Intelli) IDEA Community Edition Setup - X

Welcome to the IntelliJ IDEA
Community Edition Setup Wizard

This wizard will guide you through the installation of Intelli
IDEA Community Edition,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue,

Next > Cancel
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4. Keep clicking Next through the wizard until the installation starts.

Intelli) IDEA Community Edition Setup -

Extract: idea.jar... 24%

=

Installing
Please wait while Intelli) IDEA Community Edition is being
installed.

< Badk Next > Cancel

5. Once the installer you can run IntelliJ by checking the checkbox
and clicking Finish.

E] Intelli) IDEA Community Edition Setup - X

Welcome to the IntelliJ IDEA
Community Edition Setup Wizard

This wizard will guide you through the installation of Inteli]
IDEA Community Edition.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue,

Next > Cancel
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Installing Java Development Kit Community Edition

Setup > Windows

1. Depending on your CPU architecture, install JDK8-32Bit or JDK8-64Bit
If you are unsure use the 32bit version of the installer.

> Setup » Windows v O
= £ intelli)

|2, JDK8-32Bit

|2 JDK8-64Bit l

2. Once the Java setup window appears, click Next.

ﬁ Java SE Development Kit 8 Update 101 (64-bit) - Setup

Welcome to the Installation Wizard for Java SE Development Kit 8 Update 101

This wizard will guide you through the installation process for the Java SE Development
Kit 8 Update 101.

The Java Mission Control profiling and diagnostics tocls suite is now available as part of the
JDK.

Keep clicking Next through the wizard until the installation starts.

ﬁ Java SE Development Kit 8 Update 101 (64-bit) - Custom Setup

ﬂ Java SE Development Kit 8 Update 101 (64-bit) - Progress

Select optional features to install from the list below. You can change your choice of features after
installation by using the Add/Remave Programs utility in the Control Panel

Status: Extracting Installer
Fasbiin Desrspion =
=] Development Tools] Java SE Development Kit 8
s2:| Source Code Update 101 (64-bit), including the
2:1Public JRE

JavaFX SDK, a private JRE, and
the Java Mission Control tools
suite. This will require 180MB on
your hard drive.

Install to:
C:\Program Files\Java\jdk1.8.0_101\ Change...

Cancel
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4. When the Java Setup - Destination Folder window appears,
ensure the installation path is as below, then click Next.

Java Setup - Destination Folder = X

Destination Folder

Click "Change" to install Java to a different folder.

C:\Program Files\Java\jre1.8.0_101 «

| < Back l I Next > |

5. Once the installation completes, click Close to exit the installation wizard.

r@ Java SE Development Kit 8 Update 101 (64-bit) - Complete X

Java SE Development Kit 8 Update 101 (64-bit) Successfully Installed

Click Next Steps to access tutorials, API documentation, developer guides, release notes
and more to help you get started with the JDK.

Next Steps.
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Importing the Tutorial Code Project

1. Launch IntelliJ IDEA from your start menu.
Choose your preferred import settings and click OK.

B Complete Installation

You can import your settings from a previous version of IntelliJ IDEA.

I want to import my settings from a previous version (C:\Users\Dionny Santiago\.IdealC2016\config)

I want to import my settings from a custom location

@ I do not have a previous version of IntelliJ IDEA or I do not want to import my settings

—

2. On the Customize IntelliJ IDEA screen, select Skip All and Set Defaults.

- JFrame frame = new JFrame ("Hello wor
JLabel label = new Jlabel():
label.setFont (new Font("Serif", Font

>
labeld | Breakpoints

1 7: Struc

frame
| frame L — -
framed
frame =] Iz D Line Breakpoints
} =[] @ Exception Breakpoints
& public sta U
}

Ul theme can be changed |wpearance & Behavior | Appearance
|I Skip All and Set Defaults

3. From the welcome screen, click on Configure > Project Defaults > Project Structure.

Welcome to —— ¥ Check out from Version Control ~

‘ | Configure v Get Help ~

Intel“J |DEA Settings

Plugins

Import Settings
Export Settings
Settings Repository...
Check for Update

| %% Create New Project
| o Import Project
Open

| ¥ Check out from Version Control ~

Settings
Project Structure

# Configure +  Get Help ~ Run Configurations
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4. On the Default Project Structure window, under Project SDK, click on New..., then on JDK.

Project SDK:

This SDK is default for all project mod
A module specific SDK can be cogfa d for each of the modules as required.
@ <Nosok> [l [ wews. ] | ot |

Set up Project SDK

Libraries

Platform Settings

SDKs A module specific h of the modules as required.

% Intelli) Platform Plugin SDK
Global Libraries SDK default % Android SDK

Probl
foplems This path is used to store all project compilation results.

A directory corresponding to each module is created under this path.

This directory contains two subdirectories: Production and Test for production code
and test sources, respectively.

A module specific compiler output path can be configured for each of the modules as
required.

BEIE (oo | [ o ] [hee ]

5. Click on the jdk1.8.0 folder under Program Files > Java, then click OK.

AoGL GX O @

Hide path

C:\Program Files\Java\jdk1.8.0_101

oS
[ 1S Express
[ Internet Explorer

': 1 Java
|\ v jdk1.8.0 101 |

[ bin
| £ db
[ include
I: Cjre
\ 1 lib
i [] jre1.8.0_101
' 1 Microsoft Games
: 1 Microsoft Identity Extensions

1 Microsoft Office 15
1 Microsoft SQL Server
1 Microsoft SQL Server Compact Edition

g d drop e into the space above to quickly locate it in the tree

e DR | Concel | | Hep |

_—
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6. On the Default Project Structure window, confirm the Project SDK is set fo 1.8, and
the Project language level is set to SDK default (8 - Lambdas, type annotations etc.),
then click OK.

¥] Default Project Struct

Project SDK:
This SDK is default for all project modules.
A module specific SDK can be configured for each of the modules as required.

[t} 18 (java version "1.8.0_101") ' ‘ New... | Edit

Project language level:
Platform Settings This language level is default for all project modules.
SDKs A module specific language level can be configured for each of the modules as required.

Global Libraries ‘ SDK default jas type annotat ¢ n

Libraries

Problems Project compiler output:

This path is used to store all project compilation results.

A directory corresponding to each module is created under this path.

This directory contains two subdirectories: Production and Test for production code
and test sources, respectively.

A module specific compiler output path can be configured for each of the modules as
required.

m | Cancel | | Apply | | Help

7. Now we are ready to import the project. On the IntelliJ welcome window, click Open.

Intellid IDEA

15 Create New Project

T4 Import Project

] Open

¥ Check out from Version Control «

#* Configure v Get Help ~
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8. Navigate to the location of the WhiteBoxTutorial folder (available on the provided USB
drive), then select Projects > WhiteBoxTesting and click OK.

ACGLG @B X O @ Hide path

rWh'rteBoxTutoriaI\Projects\WhiteBoxTesting [2]

v [ WhiteBoxTutorial

[ Projects
1 PowerOfObservation
» [ WhiteBoxTesting

» [ Setup
» [ Uktimate
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Installing IntelliJ IDEA Community Edition

Setup > Macintosh

1. Double click the file IntelliJ.dmg to run the installer.

Name ~ Date Modified

& IntelliJ.dmg h Today, 10:33 PM 329

2. Once the IntelliJ IDEA CE window appears, drag the IntelliJ IDEA CE icon to the
Applications shortcut folder.

[ NN ) — IntelliJ IDEA CE

IntelliJ IDEA CE

3. The installation will now start. Once it is finished, close the installation window.

g Copying “IntelliJ IDEA CE.app” to “Applications”

508.2 MB of §73.3 MB - About § seconds
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Installing Java Development Kit Community Edition

Setup > Macintosh

1. Double click the file JDK8.dmg to run the installer.

Name ~ Date Modified

& JDK8.dmg h Today, 10:34 PM

2. Once the JDK 8 Update 102 window appears, double click the JDK 8 Update 102.pkg to
begin the installation.

— JDK 8 Update 102

Java Development Kit

Double-click on icon to install

JDK 8 Update 102.pkg

3. Click Continue on the installer window.

[ ] « Install JDK 8 Update 102 s

Welcome to the JDK 8 Update 102 Installer

® Introduction

Destination Select

The Java Development Kit is a development
environment for building applications, applets, and
nstallation components using the Java programming language.

Installation Type

Summary

=
—
s
— The Java Mission Control profiling and diagnostic
ava. tools suite is now available as part of JDK.
ORACLE

Continue
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4. Click Install on the installer window.

[ ] « Install JDK 8 Update 102 @
Standard Install on “Mac”
is will Y A
Introduction This will take 533.9 MB of space on your computer.
Destination Select Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will be
¢ Installation Type able to use this software.
1stallatior
P
=) \
. \
ORACLE ‘
Go Back Install ‘

5. If prompted for your login credentials, input your username/password
and click Install Software.

Installer is trying to install new software. Type
your password to allow this.

-
A
Username:

Password:

Cancel Install Software
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6. Once the installation completes, click Close on the installation window.

® & Install JDK 8 Update 102 =}
The installation was pleted st fully.
Introduction
S Next Steps?

e Access tutorials, APl documentation, developer guides,
Installation Type release notes and more to help you get started with the JDK.
Installation

® Summary H
-
r—

—_—

ORACLE

Importing the Tutorial Code Project
1. Launch IntelliJ IDEA from your Applications folder.

[ N ] 8 Applications
< H = LEPER D o =
Favorites Name -~ Date Modified
= . & Font Book May 8, 2015, 2:01PM
AR & Game Center May 4, 2015, 8:05 PM
) iCloud Dri... o iBooks May 4, 2016, 10:41 PM
%\\, Applicatio... & Image Capture Aug 2 20 AM
— 1 IntelliJ IDEA CE
=) Desktop @ iTunes
[S] Documents # Launchpad
0 Frrie B Mail Feb 19, 2016, 1:28 AM
. Maps Feb 21, 2016, 4:41 PM
Devices € Messages 7, 2012, 5:21 PM
@) VBOXA... ~ B Mission Control
= Notes
B STAR.. = 28 Photo Booth
] IntelliJ... = & Photos o b
[ JoKs.. = =3 Preview Jan 14, 2016, 11:50 PM 37.2MB  Applic
o . QuickTime Player Apr 20, 2016, 12:12 AM 16.2 MB Applic
Tags %) Reminders May 8, 2015, 6:06 PM 6.8 MB Applic
@ Red @ safari Jun 22, 2015, 4:25 PM 47.3MB Applic
Qianca

2. Click Open on the security prompt.

“IntelliJ IDEA CE" is an application
downloaded from the Internet. Are you sure
p \ you want to open it?

Google Chrome downl¢
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3. Choose your preferred import settings and click OK.

® O Complete Installation

You can import your settings from a previous version of Intelli) IDEA.
O | want to import my settings from a custom location
Specify config folder or installation home of the previous version of Intelli) IDEA:

/Applications

© | do not have a previous version of Intelli) IDEA or | do not want to import my settings

e ok

4. Acceptthe JetBrains Privacy Policy.

(@ @
Please read and accept these terms and conditions:

JetBrains Privacy Policy

| Last updated: 14th March 2016

This Policy may be amended from time to time. The respective latest

| version of the policy at the point of time of the purchase/registration of a
‘ JetBrains Software Product (whichever occurs later) shall apply. The data
f controller is JetBrains s.r.o., Praha 4, Na hiebenech Il 1718/10, PSC 147

‘ 00, Ceska republika.
|

|

|

IntelliJ IDEA Privacy Policy Agreement

In this Privacy Policy, we describe the type of data, including personal
data (collectively, “data”), that we collect from you when you use our
Website (listed under JetBrains WebSite) and certain JetBrains products and
services as described in this Privacy Policy (collectively, our “services")
and how we use and disclose that data. The following definitions will be

| used throughout this Privacy Policy.

‘ # Definitions
Reject and Exit
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5. On the Customize IntelliJ IDEA screen, select Skip All and Set Defaults.

I JLabel label = new JLabel();
s label.setFont(new Font("Serif", Font
~1 label. 00
Y frame. e 2
frames L _ @ 3
frame. :

frame. v (@ @Line Breakpoints

frame. & Line 6 in HelloWorld

T ¥ v @ Exception Breakpoint
public st Any exception

Z new v M @Python Exception Bre
¥ ™ All exceptions

) v @ Django Exception Bre

Template render erri

Ul theme can be changed later in Preferences | Appearance & Behavior | Appearance

Skip All and Set Defaults

6. From the welcome screen, click on Configure > Project Defaults > Project Structure.

° Welcome to IntelliJ IDEA
1 Open
g # Check out from Version Control ~
IntelliJ IDEA \§

Configure ~ Get Help ~
Preferences

% Create New Project i
Plugins

B ioet B Import Settings

[] Open £ ! Export Settings

# Check out from Version Control ~ . Settings Repository...
Check for Update

Settings Project Defaults >

3 Project Structure
Run Configurations

# Configure ~ Get Help ~
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7. On the Default Project Structure window, under Project SDK, click on New..., then on JDK.

$& D Project SDK:
This SDK is default for all project modules.
Project Settings A module specific SDK can be configured for ea the modules as required.
@ <No SDK> B New.”  Edi
Libraries Project language level: Set up Project SDK

Platform Settings This language level is defau
SDKs A module specific language level can * Intelli) Platform Plugin SDK
Global Libraries ~ SDK default ' Android SDK

s as required.

Project compiler output:

Problems This path is used to store all project compilation results.
A directory corresponding to each module is created under this path.
This directory contains two subdirectories: Production and Test for production code
and test sources, respectively.
A module specific compiler output path can be configured for each of the modules as
required.

8. Locate the jdk1.8.0 folder under Java =2 JavaVirtualMachines,
and choose the Home folder under Contents, then click OK.

® o Select Home Directory for JDK
ACOGLG RX O Hide path

a/JavaVirtualMachines/jdk1.8.0_102.jdk/Contents/Home}ji

4 Input Methods
[4Internet Plug-Ins
[4iTunes
CdJava
[4Extensions
[C4JavaVirtualMachines
[3jdk1.8.0_102.jdk
[ Contents /
C4Home ;
C3bin
Cadb
C3include
Cajre
F3lib
Cgman
4 MacOS

4 Keyboard Layouts
Drag and drop a file into the space above to quickly locate it in the tree

? Cancel m
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9. On the Default Project Structure window, confirm the Project SDK is set to 1.8, and the
Project language level is set fo SDK default (8 — Lambdas, type annotations etc.),
then click OK.

Qo [ ] Default Project Structure

& D Project SDK:
This SDK is default for all project modules.
Project Setting A module specific SDK can be configured for each of the modules as required.

[3 1.8 (java version "1.8.0_102") New... Edit

Libraries Project language level:
Platform Settin This language level is default for all project modules.
SDKs A module specific language level can be configured for each of the modules as required.

Global Librari SDK default (8 A las, type a tat et B

Project compiler output:

Problems This path is used to store all project compilation results.
A directory corresponding to each module is created under this path.
This directory contains two subdirectories: Production and Test for production code
and test sources, respectively.
A module specific compiler output path can be configured for each of the modules as
required.

2 Cancel Apply

10. Now we are ready to import the project. On the IntelliJ welcome window, click Open.

o Welcome to IntelliJ IDEA

IntelliJ IDEA

1% Create New Project

\[_'1 Import Project

1 Open

¥ Check out from Version Control ~

# Configure ~ Get Help ~
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11. Navigate to the location of the WhiteBoxTutorial folder (available on the provided USB
drive), then select Projects > WhiteBoxTesting and click OK.

® o Open File or Project

ACGLG GX O Hide path
JWhiteBoxTutorial /Projects /WhiteBoxTesting ]

1 WhiteBoxTutorial
[ Projects
[ PowerOfObservation
» [~ WhiteBoxTesting
[ Setup
[ Ultimate
[7] Intelli).dmg
[ Documents
[ Downloads
[ Library
1 Movies
[ Music
1 Pictures
[ Public
[1Shared
C3usr
rFvar

Drag and drop a file into the space above to quickly locate

he tree

? Cancel
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